
Bay Area Mesh
A Modern Approach to Emergency Communications



Agenda
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• Re-Thinking Emergency Communications

• Introduction to the Amateur Radio Emergency Data Network 

(AREDN)

• Introduction to the Bay Area Mesh

• What is an Amateur Radio Mesh Network

• Getting Started Building an Amateur Radio Mesh Network

• SFWEM / BAM Grant – Kings Mountain and Beyond

• Services on the Mesh Network

• What’s New
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Re-Thinking Emergency Communications
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• How well are we serving our served agencies?

• There is no doubt that traditional ham radios provide a reliable, 

proven method of communications, especially during a disaster

• However, voice communications, especially when passing complex 

traffic, can be tedious and error prone

• Data communications such as packet radio can be quite slow

• To many of our served agencies ham radio is a mystery and 

seems quaint and perhaps outdated

• They are used to communicating via email, text and phones

• What can we do provide these types of services during a disaster 

in order to make our communities more resilient?



Amateur

Radio

Emergency

Data

Network

Re-Thinking Emergency Communications
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What is the AREDN Mesh Network System
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• AREDN is the Amateur Radio Emergency Data Network

• Founded as a Non-Profit in Feb 2015 by former members of the 

Broadband Hamnet dev team

• Team members are volunteers who provide project management, 

development engineering and QA / Testing

• Ad Hoc TCP / IP based network

• Minimal configuration required with auto-discovery and self-healing 

capabilities

• Acts as a platform to provide network services such as chat / 

instant messaging, email, voice over IP, file and information sharing

• Uses off the shelf networking equipment

• Designed so that the average amateur radio operator can configure 

and manage their own mesh node
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What is the AREDN Mesh Network System
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• Each Mesh Node is a self-contained single-board computer that 
runs the AREDN software

• Linux – Base Operating System

• OpenWRT – Open source wireless router project

• AREDN – The various components used to connect multiple nodes 
together such as 

• Optimized Link State Routing (OLSR) – Routing protocol for adhoc networks.  
Will soon be deprecated in favor on Babel

• Link Quality Manager (LQM)

• Tunnel Server

• Tunnel Client

• And so on…

• AREDN 3.25.02.0 was just released!

• The “Old UI” option is no longer available

• New Mobile GUI

• Backup / Restore Node Configuration

• Upgraded to OpenWRT 24.10

• Bug Fixes
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https://www.arednmesh.org/



What is the Bay Area Mesh Organization
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• Bay Area Mesh (Formerly San Francisco Wireless Emergency 

Mesh) has been the driving force behind connecting the entire Bay 

Area to a common mesh network

• In Nov 2020 SFWEM was awarded a $100,000 grant from the 

Amateur Radio Digital Communications (ARDC) foundation

• With that grant, they were able to provide many organizations within 

the Bay Area with networking equipment to help jumpstart the mesh 

network in under served areas

• They continue to be the driving force behind the overall Bay Area 

mesh infrastructure
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https://www.sfwem.net/



Bay Area Mesh Map
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https://sfmap.xojs.org/#

Ch 179
Ch 175



Bay Area Mesh Map (Peninsula)
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https://sfmap.xojs.org/#

Ch 179
Ch 175



What is an Amateur Radio Mesh Network
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As long as each node uses the 
same SSID, frequency and 

channel width and they are 
within range, the nodes will 

auto-discover each other

Band Frequency Range Channels

5 GHz 5650-5925 MHz 54

3 GHz 3300-3445 MHz 14

2.4 GHz 2390-2450 MHz 10

900 MHz 902-928 MHz 4
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1
1

R
ac

h
el

 K
in

o
sh

it
a 

- 
K

K
6

D
A

C

U

U



What is an Amateur Radio Mesh Network
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Each node does not have to talk 
directly to other nodes  in order 

to communicate

Keep in mind, these are 
microwave frequencies, so a 

single tree or building can 
completely block the signal



What is an Amateur Radio Mesh Network
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There is a fresnel zone between 
two nodes that must be clear of 

obstructions



What is an Amateur Radio Mesh Network
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With optimized link state 
routing, the network 

determines the most optimal 
route



What is an Amateur Radio Mesh Network
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Mesh nodes and cameras 
can be installed in remote 

areas to assist in monitoring 
for wildfires.  Remote nodes 

can easily be powered by 
battery /  solar

MESHCAM

MESHCAM



What is an Amateur Radio Mesh Network
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Mesh networks can be set up 
and torn down quickly to 

service specific events

MESHCAM
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What is an Amateur Radio Mesh Network
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Mesh networks can be set up 
and torn down quickly to 

service specific events

MESHCAM

MESHCAM
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What is an Amateur Radio Mesh Network
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What is an Amateur Radio Mesh Network
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However, building your 
network BEFORE a disaster is 

always preferable



What is an Amateur Radio Mesh Networking
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This allows you to build, test 
and practice on your network 
to ensure the highest quality 

communications



What is an Amateur Radio Mesh Networking
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XWhat happens when a node 
falls out of the network?



What is an Amateur Radio Mesh Networking
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The mesh network “self-heals” 
and continues to work



What is an Amateur Radio Mesh Networking
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Once the node comes back online, it 
automatically rejoins the network



What Are SuperNodes
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Getting Started Building an Amateur Radio Mesh Network
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• Home / Edge Station

• Mesh Node

• MikroTik SXTsq 5 AC

• Nanobeam AC

• Nanostation AC

• Outdoor UV rated ethernet cable

• Wireless  Access Point

• Hub / Backbone Station

• Mesh Node

• MikroTik mANTBox 15s

• MikroTik mANTBox 19s

• Ubiquiti Rocket AC Lite 5 

• Outdoor UV rated ethernet cable MikroTik super Low Loss 50cm RPSMA Cable

• Backup Power (battery / solar), generator 
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https://bamwiki.xojs.org/index.php/Radios



Home / Edge Nodes
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Ubiquiti 
Nanostation AC MikroTik SXTsq 5 AC

Where to buy:
https://www.streakwave.com/



Hub Nodes
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MikroTik 
mANTBox 19s

Ubiquiti Rocket 
5AC Lite 

Ubiquiti Sector

Where to buy:
https://www.streakwave.com/



LAN POE

Plugging in Your Node
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POE = Power Over EthernetLAN = Local Area Network

The POE Adapter is essentially a two port network switch

24vdc POENo POE



LAN POE

Plugging in Your Node
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Supplies both power to the Nanostation 
and Ethernet Connection

U



LAN POE

Plugging in Your Node
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Provides access to your 
mesh node

U



LAN POE

Plugging in Your Node
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Power 1                 2                  3                  4                   5

N E T W O R K Unmanaged Ethernet Switch

LAN POE LAN POE LAN POE

Plugging in Your Node
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Connecting multiple nodes via Device to Device (DtD)

Simple Unmanaged Switch When using a 
managed 

switch, create a 
VLAN for the 
Mesh ports
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N E T W O R K Unmanaged Ethernet Switch

LAN POELAN POE

LAN POE

Plugging in Your Node
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Plugging in Your Node
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5ghz 5ghz 2.4ghz

Device to Device (DtD) Device to Device (DtD)
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Ubiquiti
NanoSwitch



Plugging in Your Node (Battery)
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LAN to 
Computer

Connect to 12vdc 
battery / solar

Most Ubiquiti equipment 
can be powered with 9vdc 

to 24vdc*

U

12vdc POE
to NanostationPassive POE 

Injector

*Ubiquiti AC devices require a minimum of 14.6+vdc 



Off-Grid Battery / Solar Single-Node Home / Edge

3
7

R
ac

h
el

 K
in

o
sh

it
a 

- 
K

K
6

D
A

C

4.5Ah @12.8vdc 4s Bioenno 
Power LiFePO4

6 or 10Ah @ 11.1vdc 3s 
TalentCell Lithium Ion 

Genasun MPPT Charge Controller
Available for 4s LiFePO4 and 3s Lithium Ion

Generic 3a MPPT Charge Controller

25 or 50W monocrystalline solar

U

GENASUN

LiFePO4 (4S) / 5A

PANEL

BATT

LOAD

Bioenno Power 12v 4.5Ah
P/N S83FS8A

Lithium Iron Phosphate 

12v 4.5Ah
P/N S83FS8A
Faf asdf 3232r4 adf
Ffad 32ssdf fs232 
Adfasdf sadf

1   0

Passive POE Injector

Mesh Node

Most Ubiquiti and 
MikroTik equipment can 
be powered with 9vdc to 

24vdc*

*Ubiquiti AC devices require a 
minimum of 14.6+vdc 



Off-Grid Battery / Solar Single-Node Home / Edge
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Most Ubiquiti and MikroTik 
802.11n equipment can be 

powered with 9vdc to 24vdc*

*Ubiquiti AC devices require a minimum of 14.6+vdc 



Off-Grid Battery / Solar Single-Node Home / Edge
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GENASUN

LiFePO4 (4S) / 5A

PANEL

BATT

LOAD

Bioenno Power 12v 4.5Ah
P/N S83FS8A

Lithium Iron Phosphate 

12v 4.5Ah
P/N S83FS8A
Faf asdf 3232r4 adf
Ffad 32ssdf fs232 
Adfasdf sadf

Most Ubiquiti and MikroTik 
802.11n equipment can be 

powered with 9vdc to 24vdc*

*Ubiquiti AC devices require a minimum of 14.6+vdc 



Off-Grid Battery / Solar Single-Node Home / Edge
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GENASUN

LiFePO4 (4S) / 5A

PANEL

BATT

LOAD

Bioenno Power 12v 4.5Ah
P/N S83FS8A

Lithium Iron Phosphate 

12v 4.5Ah
P/N S83FS8A
Faf asdf 3232r4 adf
Ffad 32ssdf fs232 
Adfasdf sadf

Most Ubiquiti and MikroTik 
802.11AC equipment can be 
powered with 14v to 24v*

12 to 24v DC to 
DC Upconverter

*Ubiquiti AC devices require a minimum of 14.6+vdc 



R
ac

h
el

 K
in

o
sh

it
a 

- 
K

K
6

D
A

C
4

4

SolarPoint

. . . . . . .. . . . .

24v Solar Panel or
2x 12v Solar Panels in 

Series

Ubiquiti SolarPoint

Off-Grid Battery / Solar Hub Station

SLA 
Battery

X

+ -

SLA 
Battery

X

+ -

24v SLA battery or 2x 12v 
Batteries in Series



Bay Area Mesh -> SCARES Grant
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• As part of the ARDC Grant, SFWEM/BAM offered “sub-grants” to 

clubs that committed to helping build out the mesh network

• SCARES applied for a grant for mesh nodes, cameras, outdoor UV 

resistant CAT 6 ethernet cable, RJ-45 connectors, etc

• Two Ubiquiti Rockets and 120-degree sector antennas and a PTZ 

camera have been installed on the Kings Mountain Radio Tower*

• 40 Nanostations have been distributed to our members and EOCs**

• 5 Ubiquiti PowerBeams to be used at EOCs

• Ethernet cables have been built and distributed
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*Replaced with two Rocket AC Lites from SCARES budget
**Replaced strategic nodes with Nanostation AC from SCARES budget



Typical Home Station
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Typical Home Station
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Kings Mountain Radio Tower
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View from the Kings Mountain Radio Tower
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Image courtesy of Frank Adams – N6YP



View from the Kings Mountain Radio Tower
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Image courtesy of Frank Adams – N6YP

San Mateo Bridge
Facebook



K6MPN-Kings-Mtn-North and South
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Ubiquiti Rocket AC attached to 
a Ubiquiti 120-degree sector 
antenna. North uses channel 

179

Ubiquiti Rocket AC attached to 
a Ubiquiti 120-degree sector 
antenna. South uses channel 

175

Foscam PTZ Camera
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MESHCAM



K6MPN-Kings-Mtn-North and South
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On 30 March 2024 there was a lightning strike on or near the Kings Mountain 
Radio Tower.  While there was lots of smoke and the smell of burnt electronics in 
the machine room,   most of our equipment survived.  Unfortunately, the MikroTik 
hAP, Raspberry Pi and 12v to 5v converter were destroyed and had to be replaced.

Since then, a great deal of time and money has been spent to harden the systems 
to prevent future events from causing further damage.



K6MPN-Kings-Mtn-North and South
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120 degree sector antenna 
facing east.  The radio is on 

channel 179

120 degree sector 
antenna facing east.  The 
radio is on channel 175

Pan, Tilt, Zoom (PTZ) 
Camera.  Can be viewed at 

http://kk6dac-
rp41.local.mesh/camera/ 

from the mesh

http://kk6dac-rp41.local.mesh/camera/
http://kk6dac-rp41.local.mesh/camera/


K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South

5
5

R
ac

h
el

 K
in

o
sh

it
a 

- 
K

K
6

D
A

C



K6MPN-Kings-Mtn-North and South
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Replaced the Rocket M5s with 
Rocket AC Lites and Installed a New 

PTZ Camera



K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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(dtd) means it’s a device 
to device connection.  
This means the two 

nodes are connected via 
Ethernet



K6MPN-Kings-Mtn-North and South
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The Estimated 
Transmissions (ETX) value 
can be thought of as the 
“cost” generated by the 
OLSRd.  The lower the 

cost, the better the 
connection.



Emerald Hills Easter Cross Water Tank
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Rao Loka

Portola Valley



Emerald Hills Easter Cross Water Tank
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Rao Loka

Portola Valley

Menlo Park / Redwood City



Emerald Hills Easter Cross Water Tank
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Rao Loka



Services on the Mesh
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• Remote Cameras

• Mesh Maps

• Kiwix - Offline Wikipedia

• OwnCloud – A Dropbox Like System

• Team Talk – A Zoom Like System

• Email Servers – POP/IMAP/SMTP

• WinLink

• Chat / IM Servers – MeshChat, Jabber (XMPP)

• Voice Over Internet Protocol (VOIP) Telephony

• And Much More… R
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Services on the Mesh
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Kiwix - Offline Wikipedia
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Kiwix - Offline Wikipedia
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OwnCloud – A Dropbox Like System
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OwnCloud – A Dropbox Like System
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OwnCloud – A Dropbox Like System
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TeamTalk - A Zoom Like System
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TeamTalk - A Zoom Like System
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Email Servers
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Emergency 
Operations 

Center

Neighborhood Survey 
After a Disaster



Email Servers - Citadel
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Email Servers - Citadel
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Chat / Instant Messaging
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MeshChat
Jabber (XMPP)

U



Chat / Instant Messaging - MeshChat
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Chat / Instant Messaging – Citadel - XMPP
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Voice Over Internet Phones
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1         2       3

4         5       6

7         8       9

0        #*

1         2       3

4         5       6

7         8       9

0        #*

1         2       3

4         5       6

7         8       9

0        #*

U

U

U

Emergency Operations 
Center

10.186.156.94

Police Department
10.186.156.94

Hospital
10.187.31.42

1         2       3

4         5       6

7         8       9

0        #*

U

Emergency Shelter
10.187.92.173

Phones call direct IP dial to 
other phones



Voice Over Internet Phones
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Grandstream PBX

Or a Raspberry Pi 
running RasPBX

1         2       3

4         5       6

7         8       9

0        #*

1         2       3

4         5       6

7         8       9

0        #*

1         2       3

4         5       6

7         8       9

0        #*

1         2       3

4         5       6

7         8       9

0        #*

U

U

U

U

UEmergency Operations 
Center

Police Department

Emergency Shelter

Hospital

However, adding a PBX server 
provides extension numbers, 

voicemail, directories, etc



What’s New
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• New Standards

• 802.11AC or more commonly known as WiFi 5

• OpenWRT 24.10

• New Supported Devices

• Ubiquiti Nanostation AC

• Ubiquiti Rocket AC Lite

• MikroTik SXT AC

• New Key Locations

• San Bruno Mountain

• Sonol Ridge

• Black Mountain

• Downtown Palo Alto

• New AREDN Firmware

• 3.25.02 – Released in Feb 2025

• New GUI
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New Standards
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• 802.11AC

• Available on 5 GHz only

• 3x faster than the previous version (1,300 Mbps)

• More bandwidth

• Improved connectivity (increased range)

• Improved power management

• OpenWRT 24.10

• More devices supported

• Improved security

• Bug fixes
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New Devices
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Ubiquiti Nanostation AC         Ubiquiti Rocket AC Lite                           MikroTik SXT AC



New Key Locations
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New Key Locations
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San Bruno Mountain



New Key Locations
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San Bruno Mountain



New Key Locations
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Sunol Ridge



New Key Locations
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Black Mountain



New Key Locations
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Downtown Palo Alto



Conclusion

9
2

• Let’s Bring Emergency Communications into the 21st Century

• The Bay Area Mesh has a Great Deal of Momentum and Will 

Continue to Grow

• The More Mesh Nodes in the Network, the More Performant, 

Resilient and Accessible it Becomes

• Our Served Agencies Will be Better Served

• Come Join Us
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Links
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AREDN - https://www.arednmesh.org/

BAM - https://www.sfwem.net/

BAM Wiki - https://bamwiki.xojs.org/
index.php/Bay_Area_Mesh

BAM Mesh Map - https://sfmap.xojs.org/#

https://sfmap.xojs.org/
https://sfmap.xojs.org/
https://sfmap.xojs.org/
https://sfmap.xojs.org/
https://sfmap.xojs.org/


Bay Area Mesh Demo
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• Using an Internet Tunnel to tunnel into the mesh

Power hAP

WPS
PoE in L

A
N

L
A
N

PoE out

Internet               2                    3                     4                     5

RES   PWR   USR

KK6DAC-hAP-03

13:23
Sat, Jan 28
     70 F

Internet

LTE

Comcast

BAM

K6GDA-hAP-01

K6GDA-NS-Home

DtD

U

Cable Modem

POWER

RESET

CABLE

CABLE MODEM

USB
ETHERNET 

LAN POE
Power hAP

WPS
PoE in L

A
N

L
A
N

PoE out

Internet               2                    3                     4                     5

RES   PWR   USR



Questions
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KK6DAC@arrl.net
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