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Agenda
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• History of Mesh Networking at SCARES

• What is a Mesh Network

• Wifi on steriods

• Uses least “cost” routing

• Self-healing

• Plugging in and Connecting Your Mesh Node

• San Francisco Wireless Emergency Mesh / Bay Area Mesh

• Installing Nodes on Kings Mountain

• Setting Up Your Mesh Node

• Services on the Mesh

• Mesh Map R
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History of SCARES Mesh
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• SCARES was an early adopter of mesh networking (back when it 
was still called Broadband Hamnet)

• Built out a “Proof of Concept” 2.4ghz mesh network

• At the peak we had a dozen or more nodes throughout San Mateo 
county

• New tall buildings going up and members moving out of the area 
added new challenges

• Began working with the SFWEM / BAM organization in 2020

• Wrote a grant proposal to acquire new mesh equipment for 
SCARES members and our served agencies

• Moved from 2.4ghz to 5ghz nodes

• Worked with the Kings Mountain Radio Club to install mesh nodes 
on their radio tower

• Began deploying 5ghz mesh nodes and equipment to our 
members and served agencies
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What is the AREDN Mesh Network
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• Amateur Radio Emergency Data Network

• TCP / IP based network

• Uses off the shelf networking equipment

• AREDN uses the open source OpenWRT software as a base

• Each Mesh Node (e.g. Ubiquiti Nanostation, MicroTik hAP, etc) is a 

self-contained single-board computer that runs the AREDN 

software

• The AREDN software is composed of three layers:

• Linux – Base Operating System

• OpenWRT – Open source project for network routers

• AREDN – The various components used to connect multiple nodes 

together 
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What is Mesh Networking
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What is Mesh Networking
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What is Mesh Networking
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Connecting Your Mesh Node
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• Power Over Ethernet

• Using the Supplied POE Adapter

• Using Battery and Solar
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Plugging in Your Node

1
0

R
ac

h
el

 K
in

o
sh

it
a 

-
K

K
6

D
A

C

POE = Power Over EthernetLAN = Local Area Network

The POE Adapter is essentially a two port network switch

24vdc POENo POE



Plugging in Your Node
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Supplies both power to the Nanostation
and Ethernet Connection



Plugging in Your Node
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Provides access to your 
mesh node



Plugging in Your Node
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Provides access to your mesh node

10.0.0.0 network

192.168.1.0 network



Plugging in Your Node
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Alternatively disable DHCP at your Wifi Router 
and the mesh node will provide DHCP

10.0.0.0 network

10.0.0.0 network



Plugging in Your Node
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Connecting multiple nodes via Device to Device (DtD)

Simple Unmanaged Switch



Plugging in Your Node
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5ghz 5ghz 2.4ghz

Device to Device (DtD) Device to Device (DtD)



Plugging in Your Node
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12vdc POE
to Nanostation

LAN to 
Computer

Connect to 12vdc 
battery / solar

Most Ubiquiti equipment 
can be powered with 9vdc 

to 24vdc



SF Wireless Emergency Mesh / Bay Area Mesh

1
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• SFWEM (now BAM) received a grant from the Amateur Radio 

Digital Communications (ARDC) to build out the Bay Area Mesh

• SCARES applied for a grant from SFWEM for mesh nodes, 

cameras, outdoor UV resistant CAT 6 ethernet cable, RJ-45 

connectors, etc

• Two Ubiquiti Rockets and 120-degree sector antennas and a PTZ 

camera have been installed on the Kings Mountain Radio Tower

• 40 Nanostations have been distributed to our members and EOCs

• Ethernet cables have been built and distributed

• Currently, due to supply chain issues, Ubiquiti equipment has 

become hard to find and the prices have doubled
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K6MPN-Kings-Mtn-North and South
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Ubiquiti Rocket M5 attached 
to a Ubiquiti 120-degree 

sector antenna. North uses 
channel 179

Ubiquiti Rocket M5 attached 
to a Ubiquiti 120-degree 

sector antenna. South uses 
channel 175

Foscam PTZ Camera



K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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Image courtesy of Frank Adams



K6MPN-Kings-Mtn-North and South
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Image courtesy of Frank Adams

San Mateo Bridge
Facebook



K6MPN-Kings-Mtn-North and South
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K6MPN-Kings-Mtn-North and South
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Traversing the Mesh
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Traversing the Mesh
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Traversing the Mesh
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Traversing the Mesh
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Traversing the Mesh
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Traversing the Mesh
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Traversing the Mesh
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• The mesh nodes we provided to our members have already 

been pre-configured with your call sign, the most likely channel 

to connect to the mesh and the channel width

• However, there are changes you will need to make once you 

get your node operational

• Set the Lat / Lon of your location

• Possibly need to change change the channel of your node

• Will occasionally need to upgrade your AREDN firmware

Setting Up Your Node

3
4

R
ac

h
el

 K
in

o
sh

it
a 

-
K

K
6

D
A

C



Setting Up Your Node
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Setting Up Your Node
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Setting Up Your Node
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Setting Up Your Node

3
8

R
ac

h
el

 K
in

o
sh

it
a 

-
K

K
6

D
A

C

North of San Carlos use 179
South of San Carlos use 175



Setting Up Your Node
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• Go to Google Maps
• Enter the address
• Click on the location
• Right click and the Lat / Lon will pop up
• Click on the Lat / Lon and it will be copied to your clipboard

Setting Your Location – Must set to show up on the Mesh Map



Setting Up Your Node
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Setting Up Your Node
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Setting Up Your Node
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SCARES Members on the Mesh
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• K6MPN (Kings Mountain)

• K6GDA (Gary)

• WB6WGN / KD6JTU (Robert and Madeline)

• W6TEO (Tim)

• KK6ISP (Clark)

• AI6XM (David)

• KK6DAC (Rachel)
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Services on the Mesh
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• Remote Cameras

• Kiwix (offline Wikipedia)

• OwnCloud (like Dropbox)

• Team Talk (like Zoom)

• Mail Servers (Postfix, Dovecot, Roundcube)

• Chat Servers (Meshchat, Jabber, etc)

• VOIP Phones / PBX
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Services on the Mesh – Remote Cameras

4
5

R
ac

h
el

 K
in

o
sh

it
a 

-
K

K
6

D
A

C



Services on the Mesh – Remote Cameras
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Services on the Mesh – VOIP Phones

4
7

R
ac

h
el

 K
in

o
sh

it
a 

-
K

K
6

D
A

C

Grandstream PBX

Or a Raspberry Pi 
running RasPBX



Services on the Mesh – Kiwix Offline Wikipedia
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Services on the Mesh – Kiwix Offline Wikipedia
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Services on the Mesh – OwnCloud Like Dropbox
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Services on the Mesh – OwnCloud Like Dropbox
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Services on the Mesh – OwnCloud Like Dropbox
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Services on the Mesh – TeamTalk Zoom like System
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Services on the Mesh – Team Talk Zoom like System
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Services on the Mesh – Email Servers
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Services on the Mesh – Email Servers
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Services on the Mesh – Email Servers
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Services on the Mesh – Chat / Instant Messaging
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MeshChat
Jabber



Services on the Mesh – Chat / Instant Messaging
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Mesh Map Demo – Developed by Eric - KG6WXC
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https://sfmap.xojs.org/#
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KK6DAC@arrl.net


